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Agenda

* Digital preservation —what is it and why
should we care?

* Digital preservation education website from
the State Library of NC & State Archives of NC

* Talking to the public about caring for digital
materials



What is digital
preservation?

Short Definition

* Digital preservation is a series of managed
activities necessary to ensure continued
access to digital materials for as long as they

are needed.



Why bother with
digital preservation?
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Why is the State Library of NC
concerned about digital preservation?

 Permanent repository for state government
publications

* Today, many state publications only exist in a
digital format

 Protect the investment we have made in
digitizing print materials

* Citizens need access to government
information



Show of hands

Do you...

— Have digital photos or documents to preserve that
do not exist in print (“born digital”)?

— Have digitized materials to preserve?

— Have computer files you want to be able to access
in five or ten years?

— Have patrons with digital pictures and files they
need to access in five or ten years?

— Have a significant record of your life posted to
Facebook or Twitter?



Show of hands

Who here...

— Knows someone who has lost all their photos and
contacts from their phone?

— Still has a floppy disk or two (or more) somewhere
in their house or library? Or, CD-ROMs?



Public Records of Public Libraries

“Records Retention and Disposition Schedule:
Public Libraries.” Government Records Branch,
State Archives of North Carolina.

* http://www.ncdcr.gov/Portals/26/PDF/schedu
les/schedules revised/public libraries.pdf



http://www.ncdcr.gov/Portals/26/PDF/schedules/schedules_revised/public_libraries.pdf
http://www.ncdcr.gov/Portals/26/PDF/schedules/schedules_revised/public_libraries.pdf
http://www.ncdcr.gov/Portals/26/PDF/schedules/schedules_revised/public_libraries.pdf
http://www.ncdcr.gov/Portals/26/PDF/schedules/schedules_revised/public_libraries.pdf
http://www.ncdcr.gov/Portals/26/PDF/schedules/schedules_revised/public_libraries.pdf
http://www.ncdcr.gov/Portals/26/PDF/schedules/schedules_revised/public_libraries.pdf
http://www.ncdcr.gov/Portals/26/PDF/schedules/schedules_revised/public_libraries.pdf
http://www.ncdcr.gov/Portals/26/PDF/schedules/schedules_revised/public_libraries.pdf
http://www.ncdcr.gov/Portals/26/PDF/schedules/schedules_revised/public_libraries.pdf

http://digitalpreservation.ncdcr.gov
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| Create | Manage
Files Files

Digital Preservation
Best Practices and
Gu Idellnes Policies, More

Guidelines Resources

what is digital preservation?

Digital presenvation is a series of managed activities necessary to ensure continued access to digital materials For as long as
they are needed.

What does this mean For you?
The more thoughtful you are about creating and managing your digital files, the longer they'll be around in the Future,
what can | learn here?

You can learn best practices for preserving digital files, whether it's for your job or in your persanal life. we're especially happy
to help employvees of the scate of Morth Caroling, aswell as Morth Carolina librarians, archivists, or other stewards of cultural
heritage,

SR VITS Lab Consultants @uits_tec_iupui 1h
- . President McRobhie unveils digital preservation
initiative, comprehensive strategic planning
process! ow hpAbxg

B Simon Tanner @SimonTanner 1h
" Save our preservation tool kit | Digital
i Preservation Seeds bit ly/18KzmPH
Expand

Culture dber itid5hr 7k
[ Show Summary

Adelina Silva @ade_silva 3h
Digital Preservation of cultural data | Digital meets


http://digitalpreservation.ncdcr.gov/

Digital Preservation Education Home

| create digital files

1 Use good File names

Make thern unigue, descriptive, and consistent,
Only use letkers, numbers, underscores, or periods,

Include awersion number or a date (o MRDD) For easy sorking.

i report.pdf _ 4A» DART _reportvi.pdFf
Compare rertadr SRRt
these file agendaAug2010.doc BOGagenda201007.doc
names: seendasiz0todoc  BOGagendaz10fz.doe

IMG00107.jpg Lincoln_pc_20100331,)pg

2 Back up your files

Store files in a place that is backed up regularly and autormatically.

Store important Files in mulkiple places - such as an external hard drive, network
storage, or cloud storage - that are in different geographic locations.,

3 Avoid proprietary file formats

IFyou can, save your files in open-standard instead of propriecary Formaks,

Cpen formats include .pna, Lif, pdf.a, ref, OpenDocument formats, wav, .avi, .Csv, and

SEE ALSO

Briefvideo tutorial on
fFile naming

BEest practices for file-
naming {,pdf)

Best practices for cloud
camputing: recards
rmanagernent
considerations (.pdf)
Stake Archives'
recommended File
Formats (pdF) far long-
term file management

About

Conk;



Digital Preservation Education Home

| manage digital files

1 Plan for what you will manage

Identify the possible scope of what you will need to manage to ensure adequate
storage space,

Store files you're presemving separake From working Files or files used everyday, Your
"oresenvation storage” should only be accessible to a limited number of people.

2 Keep the context

Metadata, or data about data, are pieces of information that describe a file. work to
keep metadatawith a file, to help Fubure managers understand (a) how the File was
created (b) when () by whom,

You may want to consulk the MC Preservation Metadakta For Digital Objects ko help
you decide on metadata to recard.

3 Run virus scans, Fixity checks

Run a repukable virus scanwith the latest wirus definitions against each file priorto
adding it to your presenyation storage,

Run fixity checks (see sidebar) on files before you put therm inyour presensation
storage and record the checksum inyour mekadata, Fixity is especially important far
preservation of materials that must remain authentic, ke public records, without a
Fixity check, there may be noway to werify that the file you have in storage is
identical ko the one you initially received.

WHAT IS FIXITY?

Fixity means the file's
bitstream (15 and 0s,
sort of Like the File's
DMA) has not changed
over time,

HOW DO | CHECK
FDATY?

Cenerake a checksum
falso called a hash)
using many of the free
software producks
available online, Record
that checksum. Re-
generate it periodically
over time, IF the walue
stays the same, your
file has not changed.

SEE ALSO

Morth Carolina
Freservation Metadata
For Digikal Objecks

Besk prackices
guidelines For mekadata
as a public record (.pdf)

LOCKSS progranm
Digital preservaktion
tools and services

POWRR Tool Grid
(presenvakion tools
Feature comparison)

abouk

Conk




_‘"}' Digital Preservation Education Home Create  hang Policies»  More P About Cont

Digital preservation-related policies and guidelines

CONTACT US

- . . . . Contack us iF}.-"DU have
North Carolina policies and guidelines questions about these
policies, or creating
your awn digikal

OF particularinteresk to.., preservation policy,
Librari
i ra.r|.ans, e
Title Archivists, Fern
Collection E:' lnyees
Managers pray
Archival process for data and image presenvation: Management y
and preservation of digital media
Eest practices for file-naming B
Eest practices for social media usage in Morkh Carolina £
E-mail as a public record in Morth Carolina: & policy Foriks y
retention and disposition
File Formats For Transfer of Electronic Records to the Stake y
Archives of Morth Carolina
File Formaks Guidelines For Management and Long-Term y
Retention of Electronic Records
Metadata as a public recard in Morkh Carolina: Best practices y
guidelines For its retention and disposition
Morth Carolina Departrment of Culktural Resources Digital y
Preservakion Plan, 2013-2016
Morth Carolina Department of Cultural Resources digital y y
presenvation policy Frarmework
Preservation and file Format guidelines For the State Librany of y
Morth Carolina Digital Repository
Preservakion metadata For digital objects (MC PRMDOO) B
Fecords retention and disposition schedules for stake agencies £

Policies from other states and
institutions



'_"’j\ Digital Preservation Education

Digital preservation-related policies and guidelines

Electronic records management policies

and guidelines by state

Included below are links to statewide policies/guidelines for electronic records managemenk

(where found). Please contack us to add a policy/guideline to this lisk.

Alabama Louisiana Ohio (.pdf)
Alaska (.pdF) Maine {.,pdFf) Oklahoma
Arizona Maryland Oregon

Arkansas (.pdF)

Massachusetts (pdFf)

Pennsylvania (pdF)

California (pdf)

Michigan (.pdf) Storage;
Preservation

Rhode Island (pdF)

Colorado Minnesota South Carolina
Conneckicut (.pdFf) Mississippi South Dakota
Delaware (pdf) Missouri Tennessee (pdf)
Florida (.pdF) Monkana Texas

Georgia Nebraska Utah

Hawaii (.pdF) Nevada Vermont
Idaho New Hampshire Virginia

linois New Jersey Washington
Indiana (.pdf) New Mexico West Virginia
lowa New York Wisconsin
Kansas North Carolina Wyoming
Kentucky North Dakota

OFhar dinifkal

nracarvatinn naliriac

Manage | Policies= Maore

SEE ALSO

Concepkts for developing
digital preservation
policies

Digital preservation
policies: Guidance For
archives {,pdf)

Digital preservation
policy template (.pdf)

Establishing a digital
preservation policy



Digital Preservation Education More Resources~  Abouk Cont

Further information and standards

Further Informat ion & Standards| Tutorials & Webinars | Who to Follow | PMDO HANDOUTS

Digital preservation
. . . brochure (.pdf)
What is Digital Preservation?

Digital preservakion

checkliskt (.pdf)
Digital preservation: Continued access to authentic digital assets (.pdf)
DigitalPreservationEurope (DPE) YouTube channel
STILL NEED
Glossaries MORE INFO?
Digital curation and
Digital Curation Centre glossary preservation
bibliography

Universal Preservation Format glossary
Digital preservation:

Annotated reading list
(.pdF)

HOW tO dO it Preserv bibliography on

digital preservation

Rare book school
preliminary reading lisk:
Born digital materials:
theory & practice

Digital Preservation in a Box

Digital preservation management tutorial

Digital records preservation: Where to start guide (.pdF)
Guidelines for the preservation of digital heritage (.pdf)

Personal archiving: Preserving yvour digital memaories

Making the case




State employee checklist for digital preservation

RESDODURCES

If you need any assistance implementing these pracices, please contact the Department of Cultural

Resources at digital.info@ nodor gov.

If | am creating a digital public record | need to remember to:

]

Usegood file naming practices [see the State Archives best practices for file naming
docurnent).

Store thefile in alocationthat is backed up, preferably to aremote location.

Use open-standard software or saye to an open-standard file format once | finalize the
file.

Give the files to a digital file management expert when | finalize them. For state
publications the State Library should receive the digital file once it isfinalized and for all
other public records the files should be manzged in accordance with the retention

schedule.

If | am managing digital public records | need to remember to:

]

[m]

Identify the scope of the content that | can manage and make sure | receive it all from
the content aeators.

Run wvirus and fizity checks on the files at regular intervals.

Store multiple copies of the files, preferably in different geographiclocations.

Iaintain the accessibility of the files through migration, emulation, or some other
preservation strategy.

Create and store access copies of the files in alocation where they are available for use

by authorized individuals.

If | am using digital public records | need to remember to:

Provide feedback to the person responsible for managing afile when | can’t acoessit.
Provide feedback to the person responsible for managing afile when | can’t use the file
inaway | needto.

Acknowledge the care and work that has gone into maintaining the accessibility of the
files | am using.

Credit the managing institution for providing me with the files,



Digital Preservation Education

Tutorials

Home

Further Information & Standards | Tutorials & Webinars| Who to Follow | PMDO

Videos, Online Tutorials, Webinars

OF particular interesk

preservation (archived webinar)

to..
Li .
|bra.r|.ans, P
Title Archivists, —
Collection Ergn l:yees
Managers ploy
Authenticity and vour digital files[[E5) % %
File naming tutorial (4 parks) X X
Preservation planning and an introduckion to PREMIS (archived «
webinar)
Managing electronic public records: Recognizing perils and «
avoiding pitfalls
Managing yvour inbox: E-mail as a public record X
Saving your Facebook data X
Social media for state agencies tutorial X
social media usage in NC state government X
Someday they'll thank you: An introduction to digital « «

Mﬂsemh“nf.uLibrary
SERVICES

Design and production of this site was funded
through a Library Services and Technology

IMore Resources =

OTHER
PRESENTATIONS

Presentations on
digital information by
State Library
employees

NORTH CARDOLINA
DEPARTMENT OF
CULTURAL
RESOURCES

Abouk

Conkz




Digital Preservation Education Home

Information sources

Further Information & Standards | Tutorials & Webinars | Who fo Foliow | PMDO

Who should | Follow?

Blogs Twitter

Bill Lefurgy,

Elog of the Long Mow L M
Digital Initiaktives kManager, NDIIPP

da (digital archive) blog DigPresa11 (That's us!)

Digitalkoans
Lorcan Dempsey,
. Wice President and Chief Strakegist, OCLC
File Formats Elog
Makional Digital Information Infrastructure

Futuresarch .
and Preservation Program (NDIFF)

L'archivista
Mational Digital Stewardship alliance

MOSA,
Meil Beagrie's blog ( )

Trevar Owens,

Mekherlands Coalition For Digital L o
Digital archivist, NDIIFP

Freservation weblog

Wwiilliam Kilbride

The Signal (Library of Congress,
gnal{ = & Execukive Direckar, DPC

NDIIFF)

Institutions or initiatives to watch
Digital POWRR

Digital Services Seckion, Skake archives of North Caralina
International Internet Preservyation Consortium
JI5C (Jaink Infarmation Systerms Commitkes)

Library of Congress digital presenvation site

SUGGESTED
CONFERENCES
FOR INFO
PROFESSIONALS

(Morkh Arnerican
Focus)

Jan: Inkernational
Digital Curakion
Conference

Apr: Internakional
Internet Prezervation
Consartium General
Assembly

JunfJul: armerican
Library Associakion
annual meekings (see
"Digital Presensation
Inkerest Group”
evenks)

Juls MDIPF Digital
Preservation
Conference

Jul: Joink Conference
on Digital Libraries

Aug: Society of
Arnerican Archivisks
annual conferences

Dec: Best Practices
Exchange (For skake
governmenk
employees)

Ources-

About

Zonktack



continuing education

 Webinars: Lyrasis, Library associations, and
Archives associations (ASERL, SAA, etc.)

e Tutorials on YouTube, Vimeo

* Digital Preservation Outreach & Education
(Library of Congress)



Patrons: Personal
digital archiving

LIBRARY OF
CONGRESS

ASH A LIBRARIAN DIGITAL COLLECTIONS LIBR&RY CATALOGS Search

DIGITAL PRESERVATION

L == flickr =

Search this site @l

© Home

S About

© Partners

@ Collections

@ Tools Showcase

© Multimedia & Publications
@ Meetings & Events

@ Education & Training

@ ContactUs

Rescurces
» Dinital Forrmats Sustainability

Federal Anencies Dinitization
Guidelines Initiative

> Preservation and Conservation at
the Library of Conoress

Section 108 Study Group
Standards atthe Library of
Congress

Web Archiving atthe Library of
Congrass

v

v v

-

Find Us On...
» Facehooke?
> Twitterc?

» YouTuber?

> iTunes Ue

Sprint EJsSubscribe @ share/Save CIGive Feedback

Personal Archiving
Presering Your Digital Memaories

W Dad's old photos

Personal Archiving | Digital Photodraghs | Digital Audio | Didital Yideo | Elsctronic Mail | Personal Digital Records | ¥Websites

Hew to Preserve Your Own Digital Materials

Qur photo albums, letters, home movies and paper documents are a vital link to the past. Personal infarmation we create today
has the same value. The only difference is that much afitis now digital
» How to Scan Your Personal Collections (PDF, 78 KB

> How Lone Will Digital Storage Media Last? (PDF, 83 KB)

& Why Digital Preservation is important for You” Simple, practical strategies far personal digital presersation

Chances are that you want to keep some digital photos, e-mail, and other fles so thatyou—and your farnily—can look attherm in
the future. But preserving digital information is a new concept that most people have little experience with.

Ensure that vour digital materials last a lifetime by taking steps to preserve them:

» Dinital Photographs

» Dinital Audio

> Dinital Video

» Electronic Mail

» Personal Digital Records
> Wiehsites

This site provides some tips to help make your personal "born digital” information [ast. The guidance is basic and is meant to be
a place to get started. You may wantto get additional details about working with specific kinds of digital content.

Download Personal Archiving Brochure (PDF, 1.7ME)

Personal Digital Archiving Day Kit
The Library of Congress has held Personal Digital Archiving Day events to provide this basic guidance to individuals about
presening personal and family memories in digital form. You can read about those events here and here and here

Are you interested in hosting vour own personal digital archiving event? Take a look at our Personal Digital Archiving Day Kit for
planning guidance and relevant information resources you can Use to develop your own prograrm


http://www.digitalpreservation.gov/personalarchiving/

Patrons: Save the original

‘,You i




saving Social Media data

Facebook allows users to export their data.
Twitter does now, too.

Wordpress & Blogger allow users to export
their posts and comments.

Third party tools for many social media sites
(like Tumblr).



saving data from a
phone/mobile device

Minimum
* Cloud storage for that device, service provider

— What if you want to change providers?

— |s everything that you want to save being saved? How
frequently are you saving?

— |Is it secure? Are you saving information you don’t
want compromised if there is a security breach?

* Other cloud storage:
— Google, Amazon, Dropbox

— |Is it secure? Are you saving information you don’t
want compromised if there is a security breach?



saving data from a
phone/mobile device

Better —

e Back up to one or more external hard drives
regularly

|deal —

* store one of those hard drives in a different
geographic area

Replace hard drives at least every five years



Questions? Comments?

Michelle Underhill

Digital Information Management Program
Digital.info@ncdcr.gov

Twitter @digpres411



mailto:Digital.info@ncdcr.gov

Thank youl!

Michelle Underhill

Digital Information Management Program
Digital.info@ncdcr.gov

Twitter @digpres411
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